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Abstract

A novel, practical and universal method of face spoofing detection has been proposed to prevent face spoofing
problems in the face identification attendance system by using deep learning and Nudge theory. The proposed method
detects face spoofing event while the attendance system is running and figure out whether a person’s purpose has a
natural drive to get face identification or not by nudge theory and the new iris detection algorithm to detect and prevent
face spoofing situations. Prior face identification attendance system does not have face anti-spoofing technology in their
approach. Most systems use only deep learning to judge the situation by extracting features from the nearby network,
even if they have. So the plan is feeble on blur situation or has poor performance with an insufficient dataset for network
train. Because of this weakness in anti-spoofing, it can not adequately supply Al-based attendance. The proposed
method uses Nudge theory and deep learning to upgrade the prior attendance system with a new practical way of a
person’s purpose judge system. It uses datasets that have reliability for deep learning network train to have enough
performance on face spoofing detection. Our system evaluated various objectivity cases to get reliability and finally
accelerated the popularity of Al-based face identification attendance systems for our society.
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Fig. 4. Example of images labeling for model train: (a)
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fake face on the screen labeling.
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Fig. 14. Result of tx and ty measurement and direction of
eye by iris analysis model test: (a) detected as
looking forward; (b) detected as looking up; (c)
detected as looking left; (d) detected as looking
right.
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Fig. 15. Example of test dataset to evaluate our model
on wild condition: (a) light on beside of the face
in indoor; (b) light on up side of the face in
indoor; (c) light on back side of the face in
indoor; (d) random noise on the face; (e) face in
bright condition at outdoor (LZ4); (f) face in dark
condition at outdoor (LZ1).
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Table 5. Result of face anti-spoofing classification on
various cases on proposed methods based.
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